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Concept of vulnerability (Verletzbarkeit) – 
definition of terms (I) 

 
     Disasters in the past revealed that “hazard-centric” perception /  

concepts are too limited as “a hazard of low intensity could have 
severe consequences, while a hazard of high intensity could 
have negligible consequences. The level of vulnerability was 
making the difference” (White, 1974). 
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Kocaeli earthquake - Impacts 

Impact on Transportation Sector: The main motorway connecting Istanbul and Ankara suffered damages along a 50 km 
section. Rail lines were buckled at fault crossings but repairs were quickly effected, and rail service restored within several days. 

Impact on Water and Food Sector: Local distribution systems in Gölcük, Izmit and other areas were generally not functional 
due to local pipe failures. Water needs of the population were being served by tanker trucks throughout the area as well as by 
purified water supplied by military ships. Extensive damage to the pump stations and pipelines cut the supply of water into 
Turkey’s largest refinery that was at the same time also on fire. 
 
 Impact on ICT Sector: The main fiber optic cable between Istanbul and Ankara was cut by the fault crossing just east of Izmit 
and widespread usage the day after the earthquake overloaded the already damaged telephone system, causing it to fail 
completely. Repair was swift, however, and the link was restored within 24 hours. 
 
Impact on the Chemical Industry: Over 1,000 individual plants were shaken, including the country’s largest refinery and  the 
seventh largest plant in Europe with an annual refined petroleum output of 270 000 m3. The earthquake caused a collapse of a 
tower and a subsequent fire which burned for six days after the earthquake.  

Impact on the Energy Sector: Because the country’s power grid was built with redundancy in the main transmission lines, 
authorities were able to reroute the grid to restore power to Istanbul and other regions shortly after the earthquake. There is no 
domestic underground gas piping in the area and so no damages were on the gas sector. 
  
Impact on Public Safety, Rescue and Emergency Services: There was extensive damage at the Turkey Naval Base in 
Gölcük, with collapsed buildings killing several hundred military personnel. Damages along a 50 km section of the Istanbul-
Ankara highway hampered relief vehicles for more than a day, until the roadway was cleared and temporarily repaired. 
 
Impact on Financial Services: The insurance industry was heavily affected. Estimates of losses are between 600 million and 2 
billion USD in physical damage to insured industrial facilities and between 300 and 750 million USD for other insured risks.  
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Properties and characteristics of hazards 

Hazard’s characteristics Description 
Nature Natural, socio-natural, technological, sociopolitical, man-made 

hazards 
Magnitude Only those occurrences that exceed some common level of 

magnitude are extreme 
Location or 
geographical extent 

Space covered by the hazardous event 

Spatial dispersion Pattern of distribution over the space in which its impact can occur 
Speed of onset Length of time between the first appearance of an event and its 

peak  
Duration Length of time over which a hazardous event persist, the onset to 

peak period 
Frequency/Probability The sequencing of events, ranging along a continuum from random 

to periodic.  

Source: S. Bouchon, after Gravley, 2001 

Hazard is a potential source of danger and risks 
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Concept of vulnerability – definition of terms (II) 
No consensus definition of vulnerability to date 

We define vulnerability as a flaw or weakness (inherent characteristic including resilience 
capacity) in the design, implementation, operation and/or management of an infrastructure 
system or its elements that renders it susceptible to destruction or incapacitation when 
exposed to a hazard or threat.  

 
The concept of vulnerability develops in three main steps and finally focuses on three 
elements: 
•  degree of loss and damages due to the impact of a hazard (technical dimensions), 
•  degree of exposure to the hazard, i.e., likelihood of being exposed to hazards of a    
certain degree and the susceptibility of an element at risk to suffer loss and damages 
(element at risk could be a technical system), 
•  degree of capacity of resilience, i.e., the ability of a system to anticipate, cope 
with/absorb, resist and recover from the impact of a hazard (technical) or disaster (social). 
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Categories of vulnerability 

Source: S. Bouchon 
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Concept of vulnerability – definition of terms (III) 

 
Distinction between two categories viewing vulnerability either 
 
1. as the amount of (potential) damages caused to a system by a particular 

hazardous event (hazard dependent, biophysical vulnerability) 
 

2. as a state that exists within a system before it encounters a particular 
hazardous event (hazard independent, inherent vulnerability) 
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Features of system‘s resilience 

Source: S. Bouchon 
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Vulnerability model 

Source: S. Bouchon 
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Vulnerability-Technical Example 
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Vulnerability-Societal Example 
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Critical infrastructures and their interdependencies 

Source: Rinaldi, Peerenboom, Kelly, 2001 

6. Dezember 2011 



15 Methods of technical risk assessment in a regional context 

Vulnerability scenarios 
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Multicomponents System’s Vulnerability – 
Representation by U, V, t, modeling approach 

• System 
• consists of a large number, M, of elemental constituents, or members 

• System members 
• interact with each other with a varying intensity; interaction described 

by a coupling constant, or intrinsic parameter U, and an exterior 
factor, or extrinsic parameter V. 

• may assume two distinct states, 1 and 2, normal vs. abnormal, up vs. 
down, etc., at given time, t 

• Overall state of the system 
• described via a pair of numbers (M1, M2); system dynamics, or motion 

in its space will follow from variations in M1 and M2. 
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Multicomponents System’s Vulnerability (I) (1/2) 

Smallest transitions in the system’s state involve alterations by one 
unit in the numbers of members: 
 
 
 
 
while w12 and w21 are governing probabilities. 
 
Let:  (M1-1,M2+1) , be state A 
 (M1,M2),         be state B 
            (M1+1,M2-1), be state C 
  
 

 

(1) 
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Multicomponents System’s Vulnerability (I) (2/2) 

     Admission of the process leads also to the recognition of a 
function of distribution of the system’s states: 

 
 

 

w21 

w21 

w12 

w12 
A B C 

(2) 
𝝑𝝑𝝑𝝑(𝑩𝑩, 𝒕𝒕)

𝝑𝝑𝒕𝒕 = 𝑾𝑾𝟐𝟐𝟐𝟐(𝑨𝑨) ∙ 𝝑𝝑(𝑨𝑨) + 𝒘𝒘𝟐𝟐𝟐𝟐(𝑪𝑪) ∙ 𝝑𝝑(𝑪𝑪) − [𝒘𝒘𝟐𝟐𝟐𝟐(𝑩𝑩) + 𝒘𝒘𝟐𝟐𝟐𝟐(𝑩𝑩)] ∙ 𝝑𝝑(𝑩𝑩) 
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Multicomponents System’s Vulnerability (II) 

The state (M1, M2) of the system can alternatively be described by 
the membership fraction 
 
 
if all system members are in state 1, then ζ = ½, whereas if all 
members are in state 2, then ζ = -½. 
 
Equation (2) may be re-written as: 
 

(3) 

(4) 𝝑𝝑𝝑𝝑(𝜻𝜻)
𝝑𝝑𝒕𝒕

= 𝑾𝑾𝟐𝟐𝟐𝟐 �𝜻𝜻 −
𝟐𝟐
𝑴𝑴
� ∙ 𝝑𝝑 �𝜻𝜻 −

𝟐𝟐
𝑴𝑴
� + 𝒘𝒘𝟐𝟐𝟐𝟐 �𝜻𝜻 +

𝟐𝟐
𝑴𝑴
� ∙ 𝝑𝝑 �𝜻𝜻 +

𝟐𝟐
𝑴𝑴
�

− [𝒘𝒘𝟐𝟐𝟐𝟐(𝜻𝜻) + 𝒘𝒘𝟐𝟐𝟐𝟐(𝜻𝜻)] ∙ 𝝑𝝑(𝜻𝜻) 
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Multicomponents System’s Vulnerability (III) 

Transition probabilities w12 and w21 need to be assumed, e.g. if 
transitions are a co-operative phenomenon 

 

 

 

 

 

, where θ is the generalised ‘temperature’ of the system 

(5) 

𝐰𝐰𝟐𝟐𝟐𝟐(𝛇𝛇) =  𝐰𝐰 ∙ 𝐌𝐌𝟐𝟐 ∙ 𝐞𝐞𝐞𝐞𝐞𝐞 �
−𝐔𝐔 ∙ 𝛇𝛇 + 𝐕𝐕

𝛉𝛉 � 

𝐰𝐰𝟐𝟐𝟐𝟐(𝛇𝛇) =  𝐰𝐰 ∙ 𝐌𝐌𝟐𝟐 ∙ 𝐞𝐞𝐞𝐞𝐞𝐞 �
𝐔𝐔 ∙ 𝛇𝛇 + 𝐕𝐕

𝛉𝛉 � 
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Real solutions ζ  

Depending on the degree of interaction between system constituents (members), 
reflected in the coupling constant U, and on the external influence on all system 
members - reflected in the field V, and also taking into consideration the temperature 
θ of the system, the equation may display the following number of real solutions ζ 
that may relate to the overall system condition: 

Number of Real Solutions System Condition 

1 Stable. Smooth transitions in population membership, between 
state 1 and state 2. Low and/or acceptable vulnerability. 

3, of which 2 identical Critical. Sharp transitions in membership between states 1 and 2 
are possible. Either state 1 or state 2 may suddenly become 
improbable. System is critically vulnerable. 

3, all different from 
each other 

Unstable. Sharp transitions in membership between states 1 and 
2 are possible. Frequency of occurrence of states 1 and 2 are 
comparable. System is dangerously/ un-acceptably 
vulnerable. 
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http://www.lsa.ethz.ch/education/vorl 

Course material: 
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