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11) Short Summary: Modelling and simulation of information systems (IS) by event oriented
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process chains is the base of a novel methodology for risk analyses of ICT. The partition of an IS
in business processes simplifies the system modelling and enables to build up a library of common
process modules,e.g.data input.

12) Keywords: Computer Science

13) Project description:
The research project aims at to deliver a tool to service providers in order to identify risks from the
operation of their information and communication technology (ICT). However, ICT systems are
highly complex impeding precise and practical risk analyses. It is the project’s goal to support the
computation of frequency and consequences (i.e. risks) of undesired events in computer network
operation, e.g. unavailability and down-time costs. So, resources for risk analysis implementation
are saved and optimization measurements become selective.

However, the practical and methodological difficulties in ICT risk analysis are immense: inter-
actions among hardware, software and persons have to be taken into account as well as a very high
modification rate of ICT components and systems among others. The problem is simplified when
modelling information systems and associated business processes instead of complex and exten-
ded computer networks. In other words, as a computer network is built up to support and fulfil
services, the underlying information system consisting of business processes is modelled. In doing
so, business process models have to be transformed into risk analysis models. The transformation
bases on the usage of event driven process chains (EPC).

These EPC are used to model the branched chains of reactions after an incident happens. In a
worst case scenario such an incident results in a business process interruption. Once more, the
EPC representation is transformed to graph oriented, discrete modelling approaches, (i.e. object
oriented, agent based). This application of state-of-the-art modelling, simulation approaches and
tools enables analysts to represent networked systems in general (e.g. computer networks), their
components and process interactions.

The final agent based model makes possible the computation of availability figures even of com-
plex computer networks commonly beyond of detailed risk analyses. A library of common process
modules(, e.g. data input, server maintenance actions) enhances the demanded modelling practica-
bility.

14) Popular description:
The reliable operation of information and communication technology (ICT) is a pre-condition
for an effective operation of enterprises. However, ICT are highly complex impeding precise and
practical risk analyses. It is the project’s goal to support the computation of frequency and con-
sequences of undesired events in computer network operation, e.g. unavailability and down-time
costs.
The application of state-of-the-art modelling and simulation approaches and tools (object oriented,
agent based) enables to represent networked systems (e.g. computer networks) and their com-
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ponents and process interactions. As a computer network is built up to support and fulfil services,
the underlying information system consisting of business processes is modelled. A library of com-
mon process modules, e.g. data input, server maintenance actions, enhances the modelling practi-
cability.
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